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User Manual for Modified OpenVPN GUI Client

Anonyproz offers a modified/customized version of the open source OpenVPN GUI by Mathias Sundman
that is fully compatible with our OpenVPN Watchdog program. However, be aware that current versions
of official OpenVPN GUI clients may not work our Watchdog program. Therefore we will continue to
maintain this modified version so that our Watchdog program users can continue to use the program

Using our modified version, our users can benefit from the added features which can greatly improve
their OpenVPN tunneling experience.

Users can perform the following directly from the GUI:

e Connect to any server of choice

e Force all applications to connect to VPN encrypted tunnel via our OpenVPN Watchdog program
e Switch between any server with a single click

e Connect to servers in 3 different modes: Standard, Failover and Switching Connection Modes
e Automatic server failover to a redundant server upon the failure of previously active server

e Login credentials secure saving (AES 256 cipher) for automatic connection

e Switch between Google DNS, OpenDNS, Anonyproz DNS (with malware filtering support)

e  Flush DNS cache and ARP (Address Resolution Protocol) easily with a single click

e Automatic connection to a default pre-selected server at GUI launch

e Automatic GUI start and connection to a default pre-selected server at system startup/boot
e Automatic server switching at a pre-determined time duration

This manual is organized in sections which describe in detail how to install and use the modified
OpenVPN client for Windows. It is organized in sections as shown in the content below:
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Downloading/Installing the GUI:
The modified OpenVPN GUI can be downloaded in the link below:

http://www.anonyproz.com/openvpnclient.exe

After downloading the program, proceed to run the application.

Installer Language

o Flease select a language.

| Engiish

Select the preferred language for the setup and click on OK.
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. OpenVPN 211 Setup

o] & |

Welcome to the OpenVPN 2.1.1
Setup Wizard

This wizard will guide you through the installation of
OpenVPM, an Open Source VPN package by James Yonan.

Mote that the Windows version of OpenVPM will only run on
Win 2000, ¥P, or higher.

Click “Next”
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| OpenVPN 211 Setup

AN@NYPROZ soes Aeenes

Please review the license terms before instaling OpenvPM 2,11,

Secure Internet Anonymity

Press Page Down to see the rest of the agreement.

CpenVPM (TM) — An Open Source VPN daemon -

[

Copyright () 2002-200% OpenVPM Technologies, Inc. <sales @openvpn.net:=

This distribution containg multiple components, some
of which fall under different licenses. By using OpenVPMN
or any of the bundled components enumerated below, you
agree to be bound by the conditions of the license for
each respective component.

CpenVPM trademark -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install OpenVPM 2.1.1.

Mullsoft Install Swskem w2, 46

<Back

Click “I Agree” to license
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OpenVPM 211 Setup

ANENYPROZ choose componerts

Choose which features of OpenVPM 2. 1.1 you want to install.

Secure Internet Anonymity

Select the components to install fupgrade. Stop any OpenVPM processes or the OpenVPN
service if it is running, All DLLs are installed locally.

Select components to install;

OpenVPM Uger-Space Components
DOpenyPN GUI

OpenyPM OpenVPN Server Monitor E|
OpenvPN Server Speed Checker

OpenVPM RSA Certificate Management Scripts
DOpenVPM Service

=~ ]
Description

Space required: 9.0MB Position your mouse over & component to see iks
descripkion,

mullsoft Install System vz, 46

<[ s |

Click “Next”. All the check boxes are required!
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(") OpenVPN 211 Setup

AN@NYPROZ croos sl Locaton

Choose the folder in which to install OpenyPM 2.1.1.

(=@ =]

Secure Internet Anonymity

Setup will install OpenvPN 2.1.1 in the following folder. To install in a different folder, dick
Browse and select another folder. Clidk Mext to continue.

Destination Folder

C:'Program Files (x36)\OpenyPH

Space reguired: 9.0MB
Space available: 50, 7GB

rullsoft Install Swskem w2, 46

III

Leave the default location and click “instal
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O QpenVPM 211 Setup: Microsoft Met 4 Framework

AN@NYPROZ Checking Microsoft .NET Framework 4

Chedking for Microsoft .NET Framewaork 4 on your system ...

== HoR|=<=

Secure Intemet Anonymity

Your System does not have Microsoft .Met Framework 4 installed. Ensure you are connected
to the Internet and dick 'Install' to download and install the Microsoft .Net 4 Framewaork. This
will take a few minutes depending on your internet connection, This program wil appear to
freeze during this downloadfinstall process ...

Mullsaft Install System w2, 46

< Back Install Cancel

Some features of the GUI requires the Microsoft .NET Framework 4 to function. If you do not have .NET
framework installed on your computer, the setup wizard will detect it and will be downloaded and
installed automatically. Click on Install to proceed.

If installing on Windows XP, 2 other dependencies are required:

e  Windows Imaging Component
e Windows Installer 3

These dependencies will be automatically detected if not already installed and will be downloaded from
Microsoft website and the install wizards will be started:
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|ze thiz wizard to install the following zoftware update:

Windows Imaging Component

Before you ingtall thiz update, we recommend that you:

- Back up your system
- Cloze all open programs

'ou might need to restart pour computer after vou complete
thiz update. To continue, click Mest.

Click on Next
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{ OpenVPH 2.1.1 Setup: Microsoft .Net 4 Framework
Software Update Installation Wizard

License Agreement

Pleaze read the following license agreement. Ta continue with zetup,
wau must accept the agreement.

PLEASE NOTE: Microzaft Corporation [or bazed on where you »
live, one aof itz affiiates] icenses thiz supplement to you, You
may uze it with each validly icensed copy af Microzaft
Wwindows Server 2003 and Microzoft "Windows =P saftware [for
which thiz supplement iz applicable) [the “zaftware™]. ou may
niat uze the supplement if vou da not have a icense for the
zoftware, The icense kerms for the saftware apply bo pour use —
af thiz supplement. Microsaft provides suppart zervices far the
supplement az described at

v

| Do Mot Agree & | Agree Frirt |

¢ Back | Cancel

Accept the license and click on Next to begin the installation. At the end of the setup, the Windows
Imaging Component setup will begin. Follow the same procedure to begin the installation.
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I1ze thiz wizard to inztall the following software update:

Windows Installer 3.1
{KB893803)

Before you ingtall thiz update, we recommend that pou;

- Back up your spstem
- Cloze all open programs

'au might need ta restart your computer after you camplete
thiz update. To continue, chok Mest.

10| Page



ANGNYPROZ [z

Software Lipdate Installation Wizard

Licensze Agreement

Pleaze read the following license agreement. To continue with setup,
wou mugt accept the agreement.

SUPFLEMEMNTAL END USER LICEWNSE AGREEMENT FOR 4
MICROSOFT SOFTWARE ["Supplemental ELILA") = |

[MPORTAMT: READ CAREFULLY - The Microzoft aperating
gystem components accompanying thiz Supplemental ELILA, et
_—

inchuding any "onling” ar electronic docurmentation [0S =
Components'] are subject to the terms and conditions of the
agreement under which you have licensed the applicable

- icrozaft operating system product dezcrbed below [each an

" | Do Mot Agree * | Agree Pririt

 Back ol v

11|Page



ANGNYPROZ [

‘—'* Microsoft MET Framework 4 Client Profile Setup

MET Framework 4 Client Profile Setup
Please accept the license terms to continue,

MICROSOFT SOFTWARE

ha‘ue read and accept the license terms.

Download size estimate; 43 MB
Download time estimates: Dial4Jp: 105 minutes
Broadband: 7 minutes

Accept the license and install on Install.
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' Microsoft .NET Framework 4 Client Profile Setup

Installation Progress
Please wait while the .NET Framewaork is being installed.

Download progress:

All files were downloaded successfully.

Installation progress:

B

Installing .MET Framework 4 Client Profile
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" Microsoft NET Framework 4 Client Profile Setup = B |[=E3]

Installation Is Complete

N .MET Framework 4 Client Profile has been installed.

Microsoft®

NET

Click on Finish to complete the .NET framework installation.
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() OpenVPMN 211 Setup: Microsoft .Met 4 Framework EII =] I@

AN@ NYPROZ Checking Microsoft .NET Framework 4

Chedking for Microsoft \MET Framework 4 on your system ...

Secure Internet Anonymity

| OpenVPN211 Setup

Microsoft Met 4 has been installed on your system. Kindly restart windows after
completing OpenVPN setup

Mullsaft Install Swstem w2, 46

< Back ][ Install ] [ Cancel

Important: While running the OpenVPN client installer, all required dependencies setup should be
allowed to complete before continuing with the OpenVPN client installer as shown below. After
completing the OpenVPN client setup, you should reboot your computer.
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(") OpenVPN 211 Setup

AN@N YER@Z Installing

Please wait while OpenVPM 2.1.1 is being installed.

(2= ="

Secure Internet Anonymity

Extract: msver100.dl... 100%

- -

Previous Service pesss==—F——" —,
Output folder: C: (8] OpenVPN 211 Setup E
Extract: openvpn
Qutput folder: C

msverl00.dll was not found we installed it
Extract: openvpn

Extract: AESLibra
Extract: HashLibn

Output folder: C

Extract: mswori

Mullsaft Inskall Swstem w2, 46

The GUI setup will continue and additional dependencies will be installed. Click OK to install the
dependencies.
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(") OpenVPN 211 Setup

ANENYERQZ Installing

Please wait while QpenVPM 2.1.1 is being installed.

==

Secure Intermet Anonymity

TAP INSTALL {tap0901)

Create shortout: C:\ProgramDataMicrosoftiWindows\5tart Menu\Programs\OpenyP... =
Output folder: C:\Program Files (x88)\OpenvPM

r =

»"] Windows Security 5

Would you like to install this device software?

-~ Mame: TAP-Win32 Provider VO Metwork adapters
_&F Publisher: OpenVPN, Inc.

[] Always trust software from "OpenVPN, Inc.". i Don't Install i

@ You should only install driver software from publishers you trust, How can [
decide which device software is safe to install?

Click Install when prompted for the TAP adapter installation.
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OpenVPN 2.1.1 Setup ool h

Completing the OpenVPN 2.1.1
Setup Wizard

OpenyPM 2. 1.1 has been installed on your computer.

Click Finish to dose this wizard.

| Show Readme

[ &

Leave the “Show Readme” checkbox checked and click on “Finish” to finish the setup. The GUI user
guide document will automatically open on your computer. Please make sure you read this guide in
order to familiarize yourself with the GUI.

Important: After installing the GUI, you must restart your computer to save the system changes.

After completing the setup and rebooting your computer, you will now see the OpenVPN GUI icon in
your desktop. The OpenVPN Client requires a configuration file and key/certificate files. You should
obtain these and save them to \Program Files\OpenVPN\config. As default, you will find free OpenVPN
config files from www.freeopenvpn.org that you can use as a quick start. Simply head to the site and get

a password. Please ensure that you verify the config files prior to connecting to the servers.

Disclaimer: We are not in any way affiliated with www.freeopenvpn.org. All questions related to their

services must be addressed to them directly.

To start it, simply double click on the icon and the GUI icon will become visible in your taskbar as shown
below
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5:34 PM

iy M 1
= WO 02

Important: For Windows 7/Vista users, you must run the GUI as “Administrator”. To run the GUI as
Administrator, simply right click on the GUI desktop icon and click on “Run as administrator” as shown
below:

Open
Troubleshoot compatibility

Open file location
Monitor with Tetal Uninstall
I-Zip 3
“a  AES Encrypt
gh Scan with Microsoft Security Essentials...
B Addtoarchive..
B Addto "openvpn-gui-1.03.rar"

B Compress and email...

B Compress to "openvpn-gui-1.0.3.rar" and email
Pin to Taskbar

Unpin from Start Menu
Restore previous versions
Send to r

Cut
Copy
Create shortcut

Delete

Rename
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Connection Modes
Three modes of connection to OpenVPN servers are possible with the GUI as follows:

e Standard Single Server Connection Mode
e Failover Connection Mode
e Switching Connection Mode

The 3 modes of connections are explained as follows:

Standard Single Server Connection: In the Standard Single Connection mode, users can connect to any

single server of choice by simply right clicking on the GUI icon and navigating to the server name and
clicking on “Connect” as illustrated in the screenshot below:

England_freecpenvpn_tcp

Germany_freeopenvpn_tcp *
Metherlands_freecpenvpn_tcp ¥
Russia-2_freeopenvpn_tcp *
Russia-3_freeopenvpn_tcp -]
Russia_freecpenvpn_tcp b
USA_freeopenvpn_tcp ¥

Default Server
Connect

Proxy Settings

Failover and Switcher Mode

Auto Start OpenVPM GLI

Disconnect

Show Status

Switch DMNS Server ¥

Support View Log

Donate Edit Config
e About

Exit

If your OpenVPN server config file is setup to use username/password authentication, you will be
prompted for your username and password which will be passed on to the server over the secure TLS
channel. If the credentials are correct, you will be authenticated and connected to the server. When
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authenticating to the server, make sure you tick the “Save Credentials” checkbox in order to securely
save your login credentials on your system so that you don’t have to enter your login each time you
connect to your servers.

Current State: Connecting

Sun Mow 18 02:53:35 2012 OpenPN 2.2.2Win32-M5VC++ [55L] [LL02] [PRCS11] built on Dec 15 2011

-

Cpen'PN - User Authentication

Uzemarme: II'Z'hf'":I'ZIE

] ST— I

N Save Eredential
Ok I Cancel

Dizconnect Feconnect Hide |
.

R B o . A

After connecting to the server, the GUl icon will change to green indicating a successful connection.

IS

@ USA1[SSH] is now connected. % *
Assigned IP: 10.80.0.22

[

Congratulations! You are now connected to the server and all your traffic is now routed via the server
securely. To disconnect from the server, simply go to the GUI and click on “Disconnect”.
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i OpenVPN Connection (Malaysia[P2PI[SSHI] i=F] '

Current State: W aiting for Open'yPH to terminate. ..

Sun Mow 18 0:16:14 2012 Restart pause, b second(s] -
Sun Mow 18 031613 2012 WARKNIMNG: Mo zerver certificate werification method has been enabled. See ht
SLvl = ] A | .“ 1 '!I. by Ll b 1 1~ 2
| |54 openveN GUI — - — e S|
N S . —
Su
S
S Connection to Malaysia[P2P][55H] failed. Check the server status later and try
1 gL re-connecting or choose ancther active server,
L
S
" Su
S
ol 0K
Su
5 il
Sun Mow 18 09:16:20 2072 SIGISR 1 [zoft, connection-rezet] received, process restarting |i|
Sun Mow 18 09:16:20 2012 Restart pause, b second(s]
N 4 | M | b
Disconnect Reconnect Hide

To switch from one server to another using the standard single server connection mode, simply
disconnect from the former server by clicking on the “Disconnect” button and then connect to the new
server. Note that you are required to disconnect from the former server before switching to the new
one!
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Italy[55H] 3
Luxemnbourg[P2P][55H] b
Malaysia[P2P][55H] 3
Metherlands[P2P][55H] 3

Panama[P2P][55H]
Poland[55H]

Romania[55H] k
Russia[55H] »
Singapore[P2P][55H] 2
Spain[55H] 2
Sweden[P2P][55H] 3

Switzerland[55H]
LE1[55H]

UK2[55H] 3

Ukraine[55H] 3

Verify v USAL[S5H] 3
Default Server USAZ[55H] b
Connect USA3[55H] 3
Vietnam[55H] b

Show Status e

View Log
Edit Config

Failover and Switcher Mode
Auto Start OpenVPMN GUI
Speed Checker

Failover Connection Mode: The GUI failover mode ensures high availability and redundancy for users by
providing automatic switching to a user specified redundant server(s) upon the failure of the previously

active connection. It is highly recommended to use the Failover mode when connecting to multiple
servers. To use the Failover mode, take the following steps:

Step 1: Start the GUL.

Step 2: Click on the “Failover and Switcher Mode” menu as shown below:
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Russia[55H] ¥
Singapore[P2P][55H] 3
Spain[55H] 3
Sweden[P2P][55H] 3
Switzerland[55H] ¥
UEL[55H] 3
UK2[55H] 3
Ukraine[55H] 3
USAL[55H] 3
USAZ[S5H] 3
USA3[55H] 3
Vietnam[55H] 3

Proxy Settings

Failover and Switcher Mode

Auto Start OpenVPN GLI
Speed Checker

-

Step 3: On the Failover/Switcher window, select the Failover mode and select your desired servers
(redundant servers). You can select any number of servers as your redundant servers. After selecting
your desired servers, click on “Connect” to start the connection. Please note that the order in which the
servers are listed from top to bottom in the OpenVPN client main interface is order the servers will run
no matter which server is ticked first.

Important:

The order in which the servers are listed from top to bottom is order the servers will run no matter
which server is ticked first.

In the Failover and Switcher mode interface, the Servers will run from left to right and from top to
bottom. For instance if a user selects servers in this order:

USA 3 >>>> USA 1>>>>France 1 >>>>Canada

Then the GUI will connect to the servers in this order:

Canada >>>> France 1 >>>>USA 1 >>>> USA 3

As an illustrative example as shown in the screenshot below, we selected USA Server 1, USA server 2

and USA server 3 in this order and ticked the failover connection mode. With this configuration, the GUI
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will first connect to USA server 1 and will remain connected until there is an outrage or failure in USA

server 1. In the event that USA server 1 connection fails, the GUI will automatically failover or connect to
USA server 2 using your saved login credentials. If also in the event that USA server 2 fails, the GUI will
then failover to USA server 3 until USA server 3 fails. In the event that USA server 3 fails, the GUI will
loop back to USA server 1 and will continue in this cyclic manner in order to ensure high availability and
uninterrupted connection. The duration between the server switches takes approximately 30-38
seconds.

CpenVPN - Server Failover and Switcher Settings

[” Canada[S5H]

{* Failover Mode

[~ Bulgaria[SSH]

Interval Between Rotation (Minutes) | 30 Select Servers: " Switcher Mode

[~ Australia[SSH] [~ Austria]3SH]

[~ Czech[S5H] ™ Francel[SSH] [ France2[SSH] [7 Germany[SSH]

[~ HongKong[SSH] ™ Iceland[S5H] [ Raly[SSH] [ Luxembourg[P2P|[SSH]
™ Malaysia]P2P][SSH] ™ Netherlands[P2P|[SSH] [~ Panama[P2P][S5H] [ Poland[SSH]

I~ Romania[SSH] ™ Russia[S5H] [ Singapore[P2F][SSH] [~ Spain[35H]

™ Sweden[P2P][SSH] I~ Switzerland[SSH] [ UK1[SSH] [T UK2[SSH]

™ ¥ietnam|[SSH]

To disable or remove a particular server as a redundant server, simply untick the checkbox beside the
server and click on “Exit” and the server will be removed or disabled from the failover mode of
connection. Please note that you must de-select all the servers in the window if you wish to use the
standard single server connection mode thereafter.

OpenVPN - Server Failover and Switcher Setting

Interval Between Rotation (Minutes) | 30 Select Servers: (™ Switcher Mode (¥ Failover Mode

Australia]S5H]
Czech[SSH]
HongKong[SSH]
Malaysia[P2P][SSH]
Romania[S5H]
Sweden[P2P][SSH]
Ukraine[SSH]

¥ietnam[SSH]

Austria[SSH]|
Francel[SSH]
Iceland[SSH]
Netherlands[P2P][SSH]
Russia|SSH]
Switzerland[SSH]
USAT[SSH]

Bulgaria[SSH]
France2[SSH]
Italy[SSH]

Panama[P2P][S5H]

Singapore[P2P][SSH]

UK1[SSH|

SAZ[SSH]

Canada[S5H]
Germany|[S5H]
Luxembourg[P2P][SSH]
Poland[SSH]
Spain[SSH]

UK2[S5H]

USA3[SSH]

To discard the failover mode, simply unselect ALL selected servers and click on “Exit”
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Interval Between Rotation (Minutes) | 30 e a— @ G @ Faiover Mode Exit
[™ Australia[S5H] [™ Austria[SSH] [~ Bulgaria[SSH] [~ Canada[S5H]

[~ Czech[S5H] [ Francel[S5H] [~ France2[SSH] [ Germany[S5H]

[~ HongKong[SSH] [ Iceland[SSH] [~ Raly[SSH] [~ Luxembourg[P2P][S5H]

[ Malaysia[PZP][SSH] [~ Netherlands[P2P][S5H] [~ Panama[P2P][SSH] [~ Poland[SSH]

[~ Romania[SSH] [ Russia[SSH] [~ Singapore[P2P][S5H] [~ Spain[S5H]

I~ Sweden[P2ZPI[SSH] [~ Switzerland[SSH] ™ UKI[SSH] ™ UK2[SSH]

[~ Ukraine[SSH] [~ USA[SSH] [~ USAZ[SSH] [~ USAI[SSH]

[~ Vietnam[SSH]

If it is your first time of authenticating to your servers, the login prompt window will appear as shown
below. Please enter your correct username and password and make sure you tick the “Save Credentials”
checkbox before clicking on OK. Your login credentials is only saved securely on your computer after
successfully connecting to a server.

Current State: Connecting

Sun Mow 18 02:53:35 2012 OpenPN 2.2.2Win32-M5VC++ [55L] [LL02] [PRCS11] built on Dec 15 2011

| i -

! CpenVPN - User Authentication
Uzemarme: II'Z'hf'":I'ZIE

| ST— I

N Save Eredential
Ok I Cancel

Dizconnect Feconnect Hide

|

R B o o A
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Current State: Connecting

Sat Maw 17 19:20:41 2012 D ata Channel Encrypt: Cipher 'BF-CBC' initialized with 128 bit key -

Sat Mow 17 19:20:41 212 D ata Channel Encrypt: Uzing 160 bit meszage hazh "SHAT for HMALC authentic:

Sat Mow 17 19:20:41 2012 D ata Channel Decrept: Cipher 'BF-CBC intialized with 128 bit key

Sat Maw 17 19:20:41 2012 D ata Channel Decrypt: Uzing 160 bit meszage hash 'SHAT far HMAC authentic:

Sat Moy 17 19:20:41 2012 Contral Channel: TLSw1, cipher TLSw1./550w3 DHE-RSA-AES206-5HA, 1024 b

Sat How 17 19:20:41 2012 [ovpnzre1] Peer Connection [nitiated with 108.61.8.67:443

Sat Mow 17 19:20:43 2012 SEMNT CONTROL [ovphery1]: 'PUSH_REQUEST' [status=1]

Sat Moy 17 13:20:44 22 PUSH: Received control messzage: 'PUSH_REPLY redirect-gateway defl1 bypas
Sat Mow 17 19:20:44 2012 OPTIOMS IMPORT: timers and/or imeouts modified

I Sat Moy 17 19:20:44 22 OPTIOMS IMPORT: -ifconfigdup options modified

Sat Hov 17 19:20044 2002 OPTIOWS [MPORT: route options modified

| Sat Mow 17 19:20:44 2012 OPTIOMS IMPORT: -ip-win32 and/or --dhcp-option options modified

| Sat Mow 17 1920044 2012 ROUTE default_gatewap=130.83.19.254

Sat Mov 17 19:20:44 2012 TAPIN32 device [Local Area Connection 2] opened: . 5\GlobalF41 7B 7FO-E

Sat Mow 17 1920044 2012 TAPWIn32 Driver Yersion 3.9

Sat Mow 17 19:20:44 20012 TAPwWin3d2 MTU=1500

| Sat How 17 19:20:44 2012 Hotified TAP-win32 driver to set a DHCP IP/netmaszk of 10.80.0.26/255. 26625

m

Sat Mow 17 19:20:44 2012 Successful ARP Fluzh on interface [25] {F417B7F0-BEE 2-4D35-85B 3-4E R4F1C.

4 L 3

Dhzconnect Reconnect Hide

e T

If you wish to terminate the failover mode and disconnect from your current active connected server
while running the GUI in the failover mode, simply navigate to the current connected server and click on
“Disconnect”.

Switching Connection Mode: Instead of connecting to a single server one at a time each time the GUI is
launched, you may want to connect and switch between multiple pre-selected server locations for
increased anonymity. The GUI offers you the ability to connect to multiple pre-selected server locations
at set time intervals thereby changing your IP address during each server switching. In addition to the
increased anonymity benefits, by switching between multiple OpenVPN servers at scheduled time
interval, certain Deep Packet Inspection or Firewalls can be bypassed.

As most DPI devices tend to block encrypted traffic which are characterized by very high encrypted
traffic volume to a single destination or server, it is recommended that excessive and prolonged
connections to a single OpenVPN server be avoided. In addition, most DPI tend to block VPN
connections not by IP or port, but by simply cutting off any connection that sends too much data to a
single location or server.

The following steps show how to run the GUI in switching connection mode:

Step 1: Start the GUI

Step 2: Navigate to the “Failover and Switcher Mode” menu
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Russia[55H] 3
Singapore[P2P][55H] 3
Spain[55H] r
Sweden[P2P][55H] 3
Switzerland[55H] r
UEL[55H] 3
UK2[55H] 3
Ukraine[55H] 3
USAL[55H] 3
USAZ[S5H] 3
USA3[55H] 3
Vietnam[55H] 3

Proxy Settings

Failover and Switcher Mode

Auto Start OpenVPN GLI
Speed Checker

-

Step 3: Click on the “Failover and Switcher Mode”menu and you will be presented a window to select
the servers you wish to switch between.Enter a desired time interval in minutes between each rotation
and then finally click on “Connect”. Note that the server switching connections will be made in that
order in which they are ticked in the server switcher settings window.

OpenVPN - Server Failover and Switcher Setting:

Interval Between Rotation (Minutes Select Servers: {+ Switcher Mode (" Failover Mode

™ Australia[SSH] ™ Austria[SSH] I~ Bulgaria[SSH] [~ Canada[55H]

I~ Czech[S5H] I~ Francel[SSH] I~ France2[SSH] [~ Germany[S5H]

[~ HongKong[S5H] ™ Iceland[SSH] ™ Italy[SSH] [~ Luxembourg[P2P][SSH]
[ Malaysia[P2P][SSH] ™ Netherlands|P2P][S5H] [~ Panama|P2P][SSH] [~ Poland[SSH]

[~ Romania[SSH] ™ Russia[S5H] [~ Singapore[P2P][SSH] [~ Spain[SSH]

™ Sweden[PZP][SSH] I~ Switzerland[SSH] ™ UK1[SSH] ™ UKZ[SEH]

[~ Ukraine[SSH] W USA1[SSH] ¥ USAZ[SSH] W USA3[SSH]

™ Vietnam[SSH]

Step 4: After clicking on Connect button, the GUI will automatically connect to the first server selected
in the queue and will automatically re-connect to the next server on queue after the set time interval
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has elapsed. After connecting to the last server selected on the switching queue, the GUI will connect to
the first server again and continue this in a cyclic manner.

If a particular server in the queue cannot be connected due to server outrage, the server will be
bypassed and you will be connected to the next server in queue.

As soon as a new connection is made to a new server, you should see a connection notification message
pop up on the taskbar. A sample is shown below

r

@ USA2[SSH] is now connected. * *
Assigned IP: 10.80.0.18

-

Note: While the GUI is switching from one server to another, you will be unable to connect to the
internet. This is done to safeguard your connection and ensure that your real IP do not leak while the
GUI is switching servers. The server switching duration normally takes just few seconds to complete.

Step 5: To disconnect the connection, simply locate the current active servers that in the queue by
looking for the right mark before the server or by hovering your mouse over the GUI taskbar icon. Then
click on “Disconnect” to disconnect from the VPN server.

Note: If a default server is enabled in the GUI, you must disable the default server before running the
GUI in Switcher or Failover modes. Otherwise, the failover or switcher modes of connection cannot be
started.

Switching from Failover or Switcher Connection Modes to Standard Single Server Connection Mode

If you wish to switch to the standard single server connection mode after exiting from the failover mode
then go to the failover and switcher mode window and un-tick or un-select all selected servers and
finally click on the “Exit” button. After this, you can then connect to any server in the standard single
server connection mode.
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r{)penVPN - Server Failover and Switcher Setting W=

I Interval Between Rotation (Minutes) | 30 Select Servers: " Switcher Mode * Failover Mode
[~ Australia]SSH] I~ Austria[SSH] [~ Bulgaria[S5H] [~ Canada|SS5H]
[~ Czech[S5H] I~ Francel[SSH] " France2[SSH] [~ Germany[S5H]
[~ HongKong[S5H] [~ lceland[SSH] ™ Italy[SSH] ™ Luxembourg[P2P|[S5H]
[ Malaysia[P2P|[SSH] [ Netherlands[P2P][SSH] [~ Panama|P2P][SSH] ™ Poland[55H]
[~ Romania[SSH] " Russia[SSH] [~ Singapore[P2P][S5H] [ Spain[SSH]
[~ Sweden[PZP][SSH] I~ Switzerland[SSH] ™ UK1[SSH] I~ UKZ[S5H]
™ Ukraine[S5H] I~ USAI[SSH] [~ USAZ[SSH] ™ USA3[SSH]
™ ¥ietnam[SSH]

Viewing Connection Logs:

If you are unable to connect to any server which could be due to wrong login credentials, server outrage
or ISP OpenVPN protocol blocking, you can view the logs which can aid you or your OpenVPN server
provider to troubleshoot.

The OpenVPN log contains all information regarding an OpenVPN connection, including extra
connection details about your connection, warning messages, and error messages. If you are unable to
connect, or your VPN connection drops out, you should be able to find the reason contained in the
OpenVPN log.

You can view the OpenVPN Log from the OpenVPN client for Windows by following the following steps:
1. Right click on the OpenVPN icon on the taskbar on your system

2. Move the mouse to the server which is having the connection issue and then click on “View Log”
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USAT[S5H] 3
Verify v USAZ[SSH] 3
Default Server USA3[55H] 3
Connect Vietnam[55H] »
Disconnect Proxy Settings
Show Status

l Failowver and Switcher Mode
Auto Start OpenVPM GUI

Edit Config

Speed Checker

Connection and Routing Checker

Switch DMS Server »
Change Password [
Support

Check IP and DMS Leaks

GUT Manual

Getting Started
Real-Time Server Status
Member Area

Signup

About
Exit

Saving Login Credentials:

The GUI includes an optional feature to enable you save your login credentials securely in an encrypted
form (AES 256 cipher) on your computer when authenticating to the OpenVPN server. To save your login
credentials, simply click on the “Save” check box on the authentication window as shown below. Once
your login is saved securely, the GUI will then use this saved login to connect automatically to the
servers for subsequent connections thereby saving you the stress of typing your username and
password manually each time you wish to connect to the server.
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@ OpenVPN Connection (Ukraine[SSH]) = B

Current State: Connecting

Fri May 18 1765:47 2012 OperPM 2.1.1 iI636-po-mingw32 [55L] [L202] [PK.CS11] built on Dec: 11 2009

-

Open'VPN - User Authentication

|zermame: |I'3'hﬁ'2|'3'E

HEREERRHN

Paszwiord:

Save Credentialz v
0k, | Cancel

Digconmect | R econnect Hide

L= =

In addition, using the encrypted saved login credentials for automatic connections can prevent the
possibility of a keylogger (hardware and software that’s designed to secretly record your keystrokes) or
spyware program to steal or capture your login. Once the login is saved, it is encrypted using strong AES
256 ciphers on your system and you do not have to manually enter your login anymore when you wish
to connect to the VPN server. Note that your login credentials are only saved securely on your computer
after successfully connecting to a server.

If you wish to delete previously saved login credentials, just uncheck the check box and click OK as
shown below and the login credentials will be erased securely from your computer when you connect to
the server. Thereafter you can proceed to login to the server with the new login credentials while ticking
the “Save Credentials” checkbox.
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:ﬂ. CpenVPN Connection (Ukraine[S5H]) =

Current State: Connecting

Fri May 13 17:55:47 2012 OpertPN 2.1.1 i636-pe-mingw32 [S5L] [LZ02] [PKCS 1] built on Dec 11 2009

-

CpenVPN - User Authentication

|zermame: |I'I'hﬁ'2|'2'E

HEHEANKHHAHREREHHRAN

Paszwiord:

Save Credentials [

0k, | Cancel

Dizconnect Feconnect Hide

Automatic Connection at GUI launch

The GUI allows you to select a specific server of your choice as a default server or select multiple servers
which will be rotated and make the GUI automatically connect to the server(s) using your saved login
credentials whenever the GUI is launched or restarted. The following explains how each mode of

operation is carried out.

Connecting to a Single Default Server at GUI launch:
To make the GUI automatically connect to a single default server of your choice whenever it is launched,

take the following steps:

1. Startthe GUI
2. Navigate to your desired server which you intend to set as your default server and click on
“Default Server”. An example is shown below for Luxembourg server.
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Ttaly[55H] 3
WVer Luxemnbourg[P2P][55H] k
Malaysia[P2P][55H] 3
Connect Metherlands[P2P][55H] »
Disconnect Panama[P2P][55H] b
Show Status Poland[55H] 3
ol Romania[55H] b
Edit Config Russia[SSH] g
Singapore[P2P][55H] 2
Spain[55H] 3
Sweden[P2P][55H] 3
Switzerland[55H] 3
UKL[55H] 2
UK2[55H] 3
Ukraine[55H] 3
USAL[S5H] 3
USAZ[55H] 3
USA3[S5H] 3
Vietnam[55H] 2

Prowy Settings

Failover and Switcher Mode
Auto Start OpenVPMN GUI

Speed Checker

Connection and Routing Checker

3. After clicking on the “Default Server”, confirm that the server has been made the default server

v
by looking for a right mark before the “Default Server” button as shown below
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Iceland[55H] 2
Ttaly[55H] 3
Luxembourg[P2P][55H] b
Default Server Malaysia[ P2P][55H] b
Metherlands[P2P][55H]
Panama[P2P][55H]
Show Status Poland[55H] 3
Romania[55H] 3
Russia[55H] 2
Singapore[P2P][55H] 2
Spain[55H] 3
Sweden[P2P][55H] 3
Switzerland[55H]
UKL[55H]
UE2[55H]
Ukraine[55H] 3
USA1[S5H] 3
USAZ[55H]
USA3[55H]
Vietnam[55H]

Disconnect

View Log
Edit Cenfig

Prowy Settings

Failover and Switcher Mode

Auto Start OpenVPN GLI

-

4. For the automatic connection to work, your login credentials must be saved previously on your
computer. To save your login credentials securely on your computer, click the “Save Credentials
“checkbox before you connect to any server.

-

-
CpenVPM - User Authentication

U zermame: Iil:lhndn:nel

Pazzword: I xxxxxxxxx

I Save Credentials v I

oK I Cancel
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5. When next you launch the GUI, the GUI will automatically select the default server and will
connect to the server without any input or action from you.

Note: You must disable User Access Control (UAC) on your system if you intend to make the GUI
auto start and connect to a default server at system boot time unattended. If UAC is not disabled,
you will get security prompts as shown below:

Hy User Account Control @

|\:@ Do you want to allow the following program from an
unknown publisher to make changes to this computer?

Program name: openvpn-gui-1.0.3.exe
Publisher: Unknown
File origin: Hard drive on this computer
v Show details ves || No

Change when these notifications appear

In Windows 7/Vista, you can easily disable/enable UAC from the command Line by running the following

commands:

Disable UAC

C:\Windows\System32\cmd.exe /k %windir%\System32\reg.exe ADD
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System /v EnableLUA /t
REG_DWORD /d 0 /f

Enable UAC

C:\Windows\System32\cmd.exe /k %windir%\System32\reg.exe ADD
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System /v EnableLUA /t
REG_DWORD /d 1 /f

After you enable or disable UAC, you will have to reboot your computer for the changes to take
effect.

Note: Please note that the above commands are single line commands. Enter the commands in a single
line.

Changing the Default Server
To disable the current active default server and select a new default server, simply go to the current
default and click on the “Default Server” button to deselect/de-activate the server as the default server.
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Thereafter, you can select a new server as your default server by clicking on the “Default Server” button

for the new server. As soon as the server has been deselected as the current active server, the right
mark will be removed.

Automatic GUI Start and Connection at System Startup

Sometimes it can be useful to have the GUI automatically startup and connect to a server at system boot
time. For example, supposing you wish to run the GUI on unattended systems or servers and you require
that certain applications or programs access the internet securely via OpenVPN connection at all times,
you can install the GUI on the unattended systems and setup the GUI to automatically start and connect
to the VPN server(s) at boot time or during system restarts; all in unattended mode. When the GUI
automatically launch at system boot time, it can be made to connect to either a default single server or
multiple switching servers.

To configure the GUI to automatically connect to a pre-selected default server or multiple rotating
servers configured in the automatic server switcher settings window at system boot, click on the “Auto
Start OpenVPN GUI” menu to activate it as shown below

USA3[55H] 3
Vietnam[55H] 3
Proxy Settings

Failover and Switcher Mode

Auto Start OpenVPMN GUI

Speed Checker

Connection and Routing Checker

Switch DMS Server k
Change Password k
Support

Check IP and DMN5 Leaks

GUI Manual

Getting Started
Real-Time Server Status
Mernber Area

Signup

About
Exit
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Ukraine[55H] r
USAL[55H] 3
USAZ[S5H] 3
USA3[55H] 3
Vietnam[55H] 2
Proxy Settings

Failover and Switcher Mode
Auto Start OpenVPN GLI
Speed Checker

Connection and Routing Checker

Switch DMS Server 2
Change Password L
Support

Check IP and DMS Leaks

GUI Manual

Getting Started
Real-Tirme Server Status
Member Area

Signup

About
Exit

11/17/2012

Note: Make sure that the right marks are present in the “Default Server” and the “Auto Start
OpenVPN GUI” menus for the automatic connection to the default server at system boot time
to be active! For example, in the sample screenshot shown below, the GUI will automatically
connect to the Luxembourg server when the system restarts or boots up.
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Disconnect

Show Status

Yiew Log

Edit Config

Iceland[55H]
Ttaly[55H]
Luxembourg[P2P][55H]
Malaysia[P2P][S5H]
Metherlands[P2P][55H]
Panama[P2P][55H]
Poland[55H]
Romania[55H]
Russia[55H]
Singapore[P2P][55H]
Spain[55H]
Sweden[P2P][55H]
Switzerland[55H]
UKL[55H]

UK2[55H]
Ukraine[55H]
USA[55H]

USAZ[S5H]

USA3[S5H]
Vietnam[55H]

Prowy Settings

v Auto Start OpenVPM GUI

Once activated, the GUI will automatically start and connect to the default server.

1:50 PM

To de-activate the GUI Auto start, simply click on the menu again and the automatic start of the GUI will
be disabled. Once disabled, the right mark sign beside the menu will no longer be visible indicating that

the Auto start has been disabled.

Proxy Setting:

OpenVPN supports connections via proxy servers. HTTP and SOCKS proxies are currently supported. SSH
Socks 5 proxy is also supported. To connect to any of the server via a proxy, simply click on the “Proxy

Settings” menu and configure the proxy settings.
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UsAS| 55H| k
Vietnam[55H] k

Proxy Settings

Failover and Switcher Mode
Auto Start OpenVPMN GLI
Speed Checker

Connection and Routing Checker

Switch DMS Server [
Change Password L
Support

Check IP and DMS Leaks

GUI Manual

Getting Started
Real-Tirme Server Status
Mernber Area

Signup

About
Exit

T:57 PM
11/17/2012
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I CpenVPN - Proxy Settings

" |Jse OpenyPM Config-file 5ettings
" Usze Intermet Explorer Settings [marwally configured)

{* tanual Configuration

" HTTP Prowy

{(+ SOCKS Proxy

Address: | Fiort: |

Cancel

Switching DNS Server:

Anonyproz offers subscribers the ability to switch the DNS used for resolving websites when connected
to our OpenVPN servers using the OpenVPN client GUI. Using the GUI, you can easily switch between
Google DNS, OpenDNS or our private malware domain filtering enabled DNS servers. Switching between
these DNS servers only requires a single click when connected to the VPN. Your connection will not be
disconnected when you switch between DNS servers.
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Ukraine[55H] b
USAI[55H] 3
USAZ[S5H] 3
USA3[S5H] 3
Vietnam[55H]

Proxy Settings

Failover and Switcher Mode
Auto Start OpenVPM GUI
Speed Checker

Connection and Routing Checker
Switch DNS Server

Open DNS

Google DMS
Anonyproz DMS (Malware Protection)
Clear N5 Resolver ARP Cache

Change Password L

Support
Check IP and DMS Leaks
GUI Manual
Getting Started

Real-Time Server Status

Member Area

Signup

About
Exit

Note that OpenDNS and Google DNS are public DNS servers which offer large scale caching system and

offers fast DNS look ups using a technology known as “anycast routing” to direct all DNS queries to the
closest DNS server to you. Thus, by using OpenDNS or Google DNS, your browsing experience can be
improved significantly and websites are more likely to be resolved faster.

By offering users the option to switch between our private DNS, Google DNS and OpenDNS, users can
then utilize any of the DNS which offers them the best browsing experience and speed.

Please note that when using one of these free public DNS servers (Google DNS and OpenDNS), all DNS
queries will originate from the server IP and not your personal IP hence your privacy is assured. To learn
more about Google DNS and OpenDNS, please go to the links below:

OpenDNS: http://www.opendns.com/

Google DNS: https://developers.google.com/speed/public-dns/
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The table below summarizes the main differences between Google DNS, OpenDNS and our private DNS

servers:
DNS Server Malware Domain Filtering Redirection (Advertising) | Logging
OpenDNS YES YES YES
Google DNS NO NO YES
Anonyproz DNS YES NO NO

By using our private DNS servers you can take advantage of our malicious domain filtering service which
will detect and block all DNS requests to known malicious sites obtained from various user contributed
sources such as malware and phishing sites as part of our service. Once connected to our OpenVPN
servers, access to these known malicious sites are automatically blocked at the DNS level (DNS sinkhole)
thereby preventing the sites from loading in your browser. You will be automatically redirected to our
malware alert page when a DNS request is made for a malicious domain listed in our database.

AN@NYPROZ

MALWARE DETECTED!

Warning: Visiting this site may harm your computer!

Access to this website has been blocked by Anonyproz because it has been reported to be hosting a malware or software that can damage your computer or
network, disrupt system operations, gather sensitive personal information such as bank account logins, credit cards and social security mumbers, send SPAM
Use our web Supportcenter to send us a ticket or  (SPAM zombies), or take control of your PC as part of a botnet network.
chat live with us.

You are strongly advised not to visit this website! If you think it is an error and the site is safe. please visit our Malware and Phishing Domain DNS Sinkhole system
web portal and submit the site for review. We will review the site and whitelist it if deemed safe.

Our custom DNS sinkhole system is currently blocking over 300,000 malicious domains.
To see these blocked domains, please go to our Malware DNS Sinkhole web portal at:
https://www.anonyproz.com/dnssinkhole/

DNS Switching Pre-requisites
To ensure that the DNS switching feature works correctly and reliably, there are certain pre-requisites
that are necessary. These are as follows:

1. Ensure that the OpenVPN TAP adapter name for your computer LAN (Local Area Network)
settings is named” Local Area Connection 2”. You can confirm the name of your LAN adapters in
Windows 7 by going to Windows Control Panel then under "Network and Internet", select "View
network status and tasks":
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ANGNYPROZ | e

4 » Control Panel »

el

Eile Edit View Tools Help

Adjust your computer’s settings

Find and fix problems

System and Security User Acco
Review your computer's status '@' Add or rer
Back up your computer @S.et up par

, Appearan:
. ; Changethet
W | view network status and tasks Change desk
&2 . Choose homegroup and sharing options Adjust screer
Hardware and Sound Clock, Lan
View devices and printers Change keyb
Add a device Change disp
" — D 1 s v Face nf A

Click "Change adapter settings":

i e« Network and Internet » Metwork and Sharing Center
— _—

e

File Edit View Tools Help

Control Panel Home . . .
View your basic network inform

Change adapter settings &' /\‘
T~ LT
HIORMET Metwe
(This computer)

Change advanced sharing
settings

View your active networks
1/‘ Network
|y o

Then check the names of the Internet connection's icon as highlighted in the screenshot below. You can
easily identify the active adapters by looking beneath the icons. Those will a red cross indicates that they
are not active or in use. For example, as shown in the screenshot below, there are 2 active network
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adapters; the LAN adapter for your normal internet connection and the TAP adapter for your OpenVPN

connection.

The DNS switching function requires that the OpenVPN connection adapter name be “ Local Area
Connection 2”

o *
b{gv|@ v Control Panel » Metwork and Internet » Metwork Connections »

File Edit View Teools Advanced Help

Organize +
Local Area Connection Loca\ Area Connection 2 l Wireless Network Connection I I Wireless Metwork Connection 2 I
&J“ Netwarl %ﬁ Unidentified networ &J“ %l"
&7 Atheros AR152 PCI-E Fast Ethern... & TAP-Win32 Adapter V3 F‘Ealtek RTLE1915E Wireless LAN ... Mlcru soft Virtual WiFi Miniport A...

If the name of the OpenVPN TAP adapter is not same as explained above, simply right click on the
adapter and change the name.

E “

mﬂ@ ¢ Control Panel » Metwork and Internet » Metwork Connections »

File Edit View Tools Advanced Help

Organize = Disable this network device Diagnose this connection Rename this ¢

%ﬁ- —Local Area Connection 3 nection 2

= ————— ® Disable Etwork

@~ Atheros AR8152 PCI-E Fas . apter V3
Diagnose

'@' Bridge Connections

Create Shortcut

'@' Properties

2. If using Windows 7/Vista, ensure that you run the GUI with proper Administrative rights. This you can
do by running the GUI as Administrator.

Preventing DNS and ARP Cache Poisoning by Clearing DNS and ARP Cache:
The GUI includes a feature to clear your DNS and ARP (Address Resolution Protocol) cache which
effectively fixes DNS cache poisoning (which is a filtering method commonly used by ISPs to block access

45| Page



Secure Internet
Anonymity

to certain sites) and ARP cache poisoning. Note that in order to help speed up Web browsing, Windows

comes with a local cache containing any DNS addresses that have been looked up recently. Once an URL
has been resolved by an Internet name server into a numerical IP, the information is stored locally.
Anytime your browser requests an URL, Windows first looks in the local cache to see if it is there before
querying the external name server used by your ISP. If it finds the resolved URL locally it uses that IP.

However, this DNS cache can be poisoned by ISPs for sites such as Youtube, Facebook, Twitter etc when
you attempt to visit these restricted sites before connecting to the VPN. Sometimes even after
connecting to the OpenVPN server, you will still be unable to access these sites for at least 5 minutes
which is the default time for retaining a negative DNS query response in the DNS resolver cache. In other
words, once a negative response is received you will not be able to connect to the site for at least five
more minutes.

Thus in order to avoid this 5 minutes delay nuisance, you can simply click on the “Clear DNS and ARP
cache” menu on the GUI under the “Switch DNS Servers” main menu to effectively clear the DNS
resolver cache to remove any corrupted or poisoned DNS entries in your existing resolver cache.

On the other hand, the ARP Cache is a collection of ARP entries that are created when a hostname is
resolved to an IP address and then an IP address is resolved to a MAC address thereby enabling the
computer to communicate with the IP address. However, with time, ARP cache entries can become stale
and it is possible for additional entries to the ARP cache table to be made without removing expired
entries from the stored table. Eventually, this will result in errors that can significantly impact computer
or network performance and can cause issues with Internet connections and Web page loading. Hence,
by clearing the ARP cache, these issues can be resolved.

Important Tip: We recommend that you always clear your DNS and ARP cache before connecting to the
VPN server. Doing this will help prevent certain internet connection and website resolution issues!

Contacting Support:
If you have any questions or issues with using the program, you can reach our support center URL by
clicking on the “Support” menu in the OpenVPN GUI.
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Demo
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Renew Account
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Exit

Software Warranty and Third Party Usage:

THIS SOFTWARE IS A FREE SOFTWARE BASED ON THE OPEN SOURCE OPENVPN CLIENT BY MATHIAS
SUNDMAN.THE SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY, OF SATISFACTORY
QUALITY, AND FITNESS FOR A PARTICULAR PURPOSE OR USE ARE DISCLAIMED.

FREE UNRESTRICTED USAGE OF THE SOFTWARE IS PERMITTED FOR NON-SUBSCRIBERS OF ANONYPROZ
OPENVPN SERVICES. HOWEVER, SOME FEATURES OF THE SOFTWARE MAY NOT WORK FOR THIRD
PARTY USAGE. USE AT YOUR OWN DISCRETION.

Credits:
We are grateful to Mathias Sundman for the Open Source OpenVPN GUI without which this modified
version of the GUI would not have been possible.

Last Modified: 27/12/2019

http://www.anonyproz.com
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